The Dataset

* Active Probing
— From 100+ geographic locations
— Application Layer: HTTP/DNS availability, load times
— Network layer end-to-end: latency, loss, jitter
— Network layer hops: L3 hop-by-hop measurements on latency, loss
and capturing connectivity and changes
* Routing
— BGP data from RouteViews, RIPE collectors



Internet Outages Happen All the Time

24h 7d 14d B Interfaces

~ 170 affected interfaces / hour

24h 7d 14d B Prefixes
120686

August Thu 04 Aug 07

~ 1.6K prefixes / hour



Let’s Start with 3 Events from 2016

DNS Root DDoS Submarine Cable Fault AWS Route Leak

June 26, 2016 May 17, 2016 April 22, 2016
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DNS Root Server DDoS

The Attack

e 2 (e 2\ (e - « June 251 2016
2:45-5:50 PDT
(21:45-0:50 UTC)

« All DNS roots
| | - ,“ affected
'H e - Iﬂ « TCP SYN and
ICMP flood

*  10M packets/sec,
17Gbps per root

Showing data from Sun, Jun 26 02:10 - 03:18 UTC (27 Days Ago) « Latest-+

http://root-servers.org/news/events-of-20160625.txt



With Real World Impact

Impacts
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The Varying Impact on Root Servers

Map Servers

Server
h.root-servers.net
b.root-servers.net
g.root-servers.net
c.root-servers.net
m.root-servers.net
d.root-servers.net
e.root-servers.net
i.root-servers.net
k.root-servers.net
f.root-servers.net
a.root-servers.net
j.root-servers.net

l.root-servers.net

Date (UTC)

2016-06-25 21:51:54
2016-06-25 21:51:23
2016-06-25 21:51:48
2016-06-25 21:51:43
2016-06-25 21:51:51
2016-06-25 21:52:20
2016-06-25 21:51:45
2016-06-25 21:51:51
2016-06-25 21:51:54
2016-06-25 21:51:18
2016-06-25 21:51:38
2016-06-25 21:51:30

2016-06-25 21:51:32
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Avg. Resolution Time (ms)
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Corroborated from RIPE Atlas DNSMON Data

| Unanswered queries @ < 66% [ > 99% | Data resolution: 10 minutes 2|7 |Gl CRN=RECRRCHN NN |

zone: . (root) From: 2016-06-25 20:40 To: 2016-06-26 01:30 UTC
a.root-s...net. IPv4 . [ ' ' ' ' ' ' ' ' ' [ ' [ [ [ [ [ ]
a.root-s...net. IPvE . . ' ' ' ' [ [ . [ [ [ [ [ [ [ [ [ ]
b.root-s...net. IPv4 . ' [ [ | [ ]
b.root-s...net. IPvE . ' [ [ [ [ ]
c.root-s...net. IPv4 ¢ [ [ | | 1 ] ] . J ' ' ' [ [ ] D . [ [ [ | [ ]
c.root-s...net. IPvE ¢ [ [ . . . ' . ' . ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ | ]
d.root-s...net. IPv4 . [ [ ' . ' ' ' ' ' ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ [ [ [ ]
d.root-s...net. IPvE . ([ ' ' [ ' ' [ ' ' ' | ' [ [ [ [ [ [ [ [ [ [ [ [ [ [ ]
e.root-s...net. IPv4 . [ [ ' . ' ' ' ' ' ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ [ [ [ ]
{.root-s. Py ( [ [ 1 [ | | [ [ [ ' [ [ ' [ [ [ [ [ [ [ [ [ [ [ [ [ [ ]
f.root-s..net. IPvE . [ [ ' . ' ' . ' ' ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ [ [ [ ]
g.root-s...net. IPv4 /(D (D D D D D D GE G G S D S S D G D D SRS G GRS GRS SN D D (e e e
h.root-s. 1Pvd ¢ 3 5 ! ' ' . ' ' ' ' ‘! [ [ [ | ;1 [ [ [ | ]
h.root-s...net. IPvE ( [ [ . ' [ ' ' | = ' | ' [ [ [ [ [ [ [ [ [ [ [ [ [ [ ]
i.root-s...net. IPvé4 . [ [ . . ' ' . ' . ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ [ [ | ]
i.root-s. IPvE ( [ [ [ [ | | [ [ [ ' [ [ ' [ [ [ [ [ [ [ [ [ [ [ [ [ [ ]
j.root-s...net. IPv4 ¢ [ [ . . . ' . ' . ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ [ | ]
j.root-s...net. IPvE . [ [ . ' [ ' ' [ ' ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ [ [ [ ]
k.root-s, P4 ¢ [ [ . . ' ' [ ' . ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ [ | ]
k.root-s...net. IPvE . [ [ . ' [ ' ' [ ' ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ [ [ [ ]
l.root-s...net. IPv4 ¢ [ [ . . . ' . ' . ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ [ | ]
lroot-s...net. IPvE . [ [ . ' [ ' ' ' ' ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ [ [ [ ]
m.root-s...net. IPv4 [ [ | | [ | 1| | [N L] (1 &= [ [ ' [ [ [ [ [ [ | [ ]
m.root-s...net. IPvE . [ [ ' . ' ' ' ' ' ' ' ' ' [ [ [ [ [ [ [ [ [ [ [ [ [ [ ]
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Use your mouse wheel or click and drag a selection to zoom, press the left/right arrow keys to shift the time window, press the shift key to remove rows from the displayed results
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https://atlas.ripe.net/dnsmon/



Impact Not As Widespread as Dec 2015 DDoS

| Unanswered querics = 10% @ >99% | Dataresolution: 10 minutes & | c L= 4 Q Q N N |
From: 2015-12-01 04:50 To: 2015-12-01 07:00 UTC
aroot-s...net. IPv4 [ L. | | .| .| .| ]

aroot-s...net. IPv6 [
b.root-s...net. IPv4 !
b.root-s...net. IPv6 !
c.root-s...net. IPvd [
c.root-s...net. IPv6 !
d.root-s...net. IPv4 !
d.root-s...net. IPv6 !
e.root-s...net. IPv4 !
f.roots...net. 1Pv4 !
f.roots...net. 1PV !
g.root-s...net. 1Pv4 !
h.root-s...net. IPv4 [
h.root-s...net. IPv6 !
Lroot-s...net. IPv4 !
Lroot-s...net. IPv6 [
|.root-s...net. IPv4 !
|.root-s...net. IPv6 !
iroot-s...net. IPv4 [
iroot-s...net. IPv6 !
Lroot-s...net. IPv4 !
Lroot-s...net. IPv6 !
m.root-s...net. IPv4 !
m.root-s...net. IPv6 [

https://atlas.ripe.net/dnsmon/



H Root Server — Two Anycast Sites

Root Servers

A B C D E F G H I J K L M

Operator: U.S. Army Research Lab

Locations: Sites: 2

@ Aberdeen Proving Ground, US J O San Diego, US

IPs: IPv4: 198.97.190.53
IPv6: 2001:500:1::53

ASN: 1508



B Root Server — One Anycast Site

Root Servers

A B C D E F G H I J K L M

Operator: Information Sciences Institute

Locations: Sites: 1

Q@ Los Angeles, USA

IPs: IPv4: 192.228.79.201
IPv6: 2001:500:84::b



J Root Server —-113 Anycast Sites

Root Servers

A B C D E F G H | J K L M

Operator: Verisign, Inc. Ll RSSAC

Locations: Sites: 116

L~ Beigrade, i Y @ Boston: US ] @ Brasite: BR J ™ Bratisiava; Sk ¥ 1= Brisbane: AU J ™~ Bucharest, O Y 1= Buenos Ares, AR Y = Gairo: EG

05 Des Moinos, Us Y @ Dhaka: 5D Y = Dibouts Gy, DJ Y = Dubli: 1= Y @ Genova; GH ] @ Rangzhou- ON X = Hong Kong. G Y =~ Honolul US X @ pob WY

05 Liubiana. 51 Y = Luanca: A0 ] = Luxembourg: LU Y @ Macison: US ] @ Macrc: £5 X @ Maie: M Y @ Welbourne, AUY, @ Miar, US J ™ Wlan- IT 1 =~ Moscow: AU
LG Mumbar, N Y @ Narobi, KE ), @ Now Gaste- US Y @ New Dl IN J @ North Syoney, AU J = Osio, NO Y =~ Oulu 1] @ Paldrot. T J @ Pars: 7 § 1= Port AU
05 St Petorsburg, RU Y @ Stockiolm: S& Y 1= Sydney: AU 3 @ Taipo, TW Y @ Tamuring. GU Y~ Tol v I 1 @ Tokyo: J7 Y 1= Tt 17 Y @ Warsave L

LG Wollington: N2 Y @ Verevar: Al Y 1= Zaoreb HR Y = Zurich. G

12



L Root Server — 154 Anycast Sites

Root Servers

A B C D E F G H | J K L M

Locations:  Sites: 158

@ slamabac-Rawalpind Pakstan
3 Johannesburg. Sout Arca ), @ Kelamzoo-Batie Grook United Statss
3 Vancower,Ganada



The Varying Impact on Root Servers

Map Servers Agents

Server
h.root-servers.net
b.root-servers.net
g.root-servers.net
c.root-servers.net
m.root-servers.net
d.root-servers.net
e.root-servers.net
i.root-servers.net
k.root-servers.net
f.root-servers.net
a.root-servers.net
j.root-servers.net

l.root-servers.net

Date (UTC)
2016-06-25 21:51:54
2016-06-25 21:51:23
2016-06-25 21:51:49
2016-06-25 21:51:43
2016-06-25 21:51:51
2016-06-25 21:52:20
2016-06-25 21:51:45
2016-06-25 21:51:51
2016-06-25 21:51:54
2016-06-25 21:51:18
2016-06-25 21:51:38
2016-06-25 21:51:30

2016-06-25 21:51:32

Number of Errors §
neeeeeenm 21
lnseennm 20
snseenenen 18

s ANYCaSt made a difference

enenenn 12

- QUL Capacity at each site
fonennnnm 10 WaS also an importaﬂt
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nennnnm 2



With Real World Impact

Servers

g.root-servers.net:53

h.root-servers.net:53

b.root-servers.net:53

c.root-servers.net:53

e.root-servers.net:53

m.root-servers.net:53

i.root-servers.net:53

d.root-servers.net:53

k.root-servers.net:53

f.root-servers.net:53

l.root-servers.net:53

j.root-servers.net:53

a.root-servers.net:53

DNS
Availability (%)
Mean

13
va7

14.16
v85.84

14.67
¥85.33

41.06
¥58.82

52.25
Y4775

54.18
v45.82

54.44
¥45.56

70.01
v29.99

73.49
¥26.51

81.6
vig4

90.48
v9.52

94.21
v579

97.81
v2.18

DNS
Resolution Time ( ms)
Mean

170.84
A39.38

201.6
AB3.76

175.06
A5432

65.98
A3.16

59.62
A3341

138.68
A34.06

210.53
A138.49

81.64
A49.46

124.51
A546

36.17
A79

53.83
v2.96

42.36
A34

149.22
A84.61

Network - Agent to Server
Packet Loss (%)
Mean

89.9
AB89.87

92.18
A91.83

97.12
A97.11

62.22
A54.486

46.12
A46.1

64.41
AB4.41

53.84
A53.81

33.75
A3373

46.51
A465

26.04
A23.08

27.09
A27.05

10.64
A 10861

45.78
A4573



Operators Mitigate

* A-Root makes
some BGP
changes to deal
with the attack




Lots of BGP changes with other Roots as well

Metric Server Prefix
Path Changes v m.root-servers.net:53 202.12.27.0/24
24h 7d 14d Average Path Changes
| 3.9
2016-08-26 00:15 UTC
0
2 Ju 02:00
H 21:00 22:00 23:00 Jun 26 01:00 IZE{CCI H

Showing data from Sun, Jun 26 02:00 - 03:52 UTC (27 Days Ago) « Latest=1



Packet loss observed at Upstream as well

[ Qwest Communications Company, LLC (AS 209)

@
Los Angeles, CA ‘

Netherlands
Tokyo, Japan .

London, UK

New Delhi, India
Mumbsai, India

Paris, France

Zurich,
New York, NY

S&o Paulo, Brazil
Denver, CO
Chicago, IL

San Jose, CA
Charlotte, NC
Sydney, Australia
Moscow, Russia
St. Louis, MO

Wellington, New Zealand

[ Navy Network Information Center (NNIC) (AS 768)

L8

l DoD Network Information Center (AS 668)

o0000000000000 o

140.6.3.163
41 traces terminate here
Forwarding Loss 100% (848 of 848 packets)
Prefix 140.6.0.0/16
Network Navy Network Information Center (NNIC) (AS 768)
Location US
Avg. Response 177.4ms

o
/

l Hurricane Electric, Inc. (AS 6939)




DDoS Indicators To Look Out For

Availability (DNS root query) below 90%
Resolution time (DNS root query) >10
Multiple roots impacted

Multiple anycast POPs impacted
Multiple upstreams impacted

A A

Many of these indicators correlate to metrics in DDoS attacks
on other targets and services as well.






wand
e d <
New Delhi, India /

g —

Path trace from New Delhi, India (10.10.10.70) to 208.82.237.246 T

1 10.10.10.65 (10.10.10.65) @ ms ©ms @ ms

2 180.179.204.2 (180.179.204.2) @ms @ ms O ms

3 180.179.192.73 (180.179.192.73) O ms @ ms O ms if-a0-5-2.tcore1.WYN-Marseille.as€453.net

4 180.179.197.37 (180.179.197.37) @ms O ms © ms IP Address 80.231.217.29

5 14.140.113.85.static-Delhi-vsnl.net.in (14.140.113.85) 2 ms Prefix 80.231.0.0/16

. i4;1¢11.216.93.static-De1h1.vsn‘L.net.ln (14.141.216.93) 1ms 1 Network Tata Communications (AS 6453)

7 ix-ae-0-100.tcorel.MLV-Mumbai.as6453.net (180.87.38.5) 26 ms 2 Location Marseille, France

10
1
12
13
14

15
16

17

18
19
20
21

Tata Backbone Under Normal Conditions

1f-ae-9-6.tcorel.WYN-Marseille.as6453.net (80.231.217.77) <MPLS: | AvQ. Response 203 ms

if-ae-5-2.tcorel . WYN-Marseille.as6453.net (80.231.217.20) <ML S i s
if-ae-5-6.tcorel.WYN-Marseille.as6453.net (180.87.38.126) <MPLS:L=1349058567,E=0,5=1,T=1> 212 ms
if-ae-8-1600.tcorel.PYE-Paris.as6453.net (80.231.217.6) <MPLS:L=1613169420,E=0,5=1,T=1> 216 ms 216 ms 215
if-ae-3-6.tcorel.L78-London.as6453.net (80.231.130.85) <MPLS:L=2150042894,E=0,5=1,T=1> 219 ms 215 ms 219 n
if-ae-17-2.tcorel.LDN-London.as6453.net (80.231.130.130) <MPLS:L=277285894,E=0,5=1,T=1> 212 ms 212 ms *

* * *

if-ae-1-3.tharz.NJY-Newark.as6453.net (216.6.57.2) <MPLS:L=1343685129,E=0,5=1,T=1> 210 ms 210 ms *
if-ae-18-2.tcore2 .NTO-New-York.as6453.net (66.198.111.7) <MPLS:L=2684618752,E=0,5=1,T=1> 207 ms 207 ms
if-ae-14-14.tcore2 .NTO-New-York.as6453.net (66.198.111.126) <MPLS:L=2684618752,E=0,5S=1,T=1> 213 ms
if-ae-12-2.tcorel.N75-New-York.as6453.net (66.110.96.5) 210 ms 210 ms 212 ms

66.110.96.146 (66.110.96.146) 210 ms

66.110.96.138 (66.110.96.138) 217 ms

66.110.96.142 (66.110.96.142) 209 ms

hu-1-3-0-8-cr@2.newyork.ny.ibone.comcast.net (68.86.84.241) 209 ms
hu-1-3-0-2-cr@z.newyork.ny.ibone.comcast.net (68.86.83.97) 218 ms
hu-1-4-0-0-croz.newyork.ny.ibone.comcast.net (68.86.84.249) 215 ms
et-15-1-0-0-ar@l.whitemarsh.md.bad.comcast.net (68.86.94.102) 216 ms 216 ms 219 ms
te-8-1-ur@l.michiganave.dc.bad.comcast.net (68.85.133.70) 219 ms 220 ms 221 ms
50-203-200-110-static.hfc.comcastbusiness.net (50.203.200.110) 216 ms 216 ms 218 ms

post.craigslist.org (208.82.237.246) 214 ms 217 ms 220 ms

/ 7 () 200.82237.230



Trouble In the Tata Backbone

« May 17t 2016 06:10-8:30 PDT (13:10-15:30 UTC)

» Performance degradation in Tata India to Europe backbone
oo v (Y — —————}

ix-ae-0-100.tcore1.MLV-Mumbal.as6453.net
3 traces terminate here
Forwarding Loss 100% (93 of 93 packets)
IP Address 180.87.38.5
Prefix 180.87.0.0/17
Network Tata Communications (AS 6453)
Location Pune, Maharashtra, India
Avg. Response 26 ms

Path trace from New Delhi, India (10.10.10.70) to 208.82.237.6

1 10.10.10.65 (10.10.10.65) @ ms @ ms © ms

180.179.204.2 (180.179.204.2) S ms 1ms 1ms

180.179.192.73 (180.179.192.73) ©@ms @ ms O ms

180.179.197.41 (180.179.197.41) 1 ms O ms © ms
219.65.44.177.static-delhi.vsnl.net.in (219.65.44.177) 1ms 1 ms 1 ms

* * *

ix-0e-0-100.tcorel .MLV-Mumbai.as6453.net (180.87.38.5) 26 ms 26 ms 26 ms

NGOV A wWwN



And Also in Telecom [talia Sparkle

* 06:35-6:40 PDT (13:35-13:40 UTCQ)
« TISparkle Mediterranean backbone sees complete loss

24h 7d 14d I Average Loss [ Palermo, Italy
T 100%

— 0%

/’

xe-10-0-0.bucaresti.buc.seabone.net

Path trace from Bucharest, Romania (93.115.82.43) to 45.57.3.131 1 trace terminates here

1 buc-ird-35sw.voxility.net (93.115.82.33) 1@ ms @ ms 7 ms Forwarding Loss  100% (32 of 32 packets)

2 buc-ird-@lc.voxility.net (93.114.40.153) @ ms @ ms @ ms 'pM;:::i :2:::::::721

3 buc-ird-@lgw.voxility.net (109.163.235.49) @ ms 1 ms Network Telecom italls Sparkle (AS 6762)
buc-ird-02gw.voxility.net (109.163.235.61) 4 ms Location Italy

4 xe-9-0-0.bucarestl.buc.seabone.net (93.186.132.48) @ ms © ms Interface Type 10 Gigabit Ethernet
xe-10-0-0.bucarestl.buc.seabone.net (93.186.132.50) 14 ms Vendor - Juniper

Avg. Response 14 ms



European Detour In Effect

* Netflix (AS29006) drops TISparkle (AS6762) and begins to
route via Level3 (AS3356) instead

* Traffic flows via Frankfurt rather than Paris (and Marseilles)

6762 '.
2906 »
/ '
~

London-4




Commonalities between Tata and TIS

* Multiple,
geographically
correlated backbone
outages

* Both share

Mediterranean transit

paths on
Sea-Me-We-3 and
Sea-Me-We-4

Poland
~Germany

Ukraine
Kazakhstan
Mongolia

Uzbekistan 4, g, 7e1an

Afghanrrs‘f}n v
P X
’S/ Nepal, ,_ﬂ
India E ;
{ 18

China

Tunisia

Sudan

Nigeria =
South Sudan il

Somalia
Kenyal. .

Tanzania

Jiined

DR Congo

Angola £
Mozambique

¢

Namibia Zimbabwe

Madagascar
Botswana. 8

A/
South Afri(c>a

http://www.submarinecablemap.com/#/submarine-cable/seamewe-4

Submarine Cable List

SeaMeWe-4
2 Email link

RFS: December 2005

Cable Length: 20,000 km

Owners: Bangladesh Telegraph and Telephone Board
(BTTB), Orange, SingTel, Telecom ltalia Sparkle, Tata
Communications, PT Indonesia Satellite Corp., Telekom
Malaysia, Airtel (Bharti), Sri Lanka Telecom, Etisalat,
Saudi Telecom, Communications Authority of Thailand,
Tunisia Telecom, Verizon, Pakistan Telecommunications
Company Ltd., Telecom Egypt, Telstra

URL: http://www.seamewed4.net

Landing Points

Alexandria, Egypt
Annaba, Algeria

Bizerte, Tunisia
Chennali, India

Colombo, Sri Lanka
Cox’s Bazar, Bangladesh
Fujairah, United Arab Emirates
Jeddah, Saudi Arabia
Karachi, Pakistan
Marseille, France
Melaka, Malaysia
Mumbai, India

Palermo, Italy

Satun, Thailand

Suez, Egypt

Tuas, Singapore



SEA-ME-WE-4 Cable
Background

« (Connects Europe
to Middle East,
South and SE

T = N | ‘ Asia
\, O A - 4.6 Tops
NI p
7T A \A

h ~ +  Has suffered

3 - Ea, . more than a

l\f"é ‘7 dozen major
o 5 |/ sEA-vm-wE-4 A% fauls




Issues Spread in the Tl Sparkle Backbone

* 6:45-8:10 PDT (13:45-15:10 UTQ)
« POPs affected in Europe and Americas

— Palermo, Santiago, Milan, Catania, Baires, Frankfurt, Paris, Dallas,
London, Miami, New York

— Peering drop with Level 3 Paris

B Average Loss ([l Santiago de Chile, Chile

An " o4 o
18:00
Santiago de Chie, Chile () mmm—— —  ———© )
— — T
oooooooooooooooooooooooooooooooooooo
3 traces t
orwarding Loss 100% ( pa )

IP Address 195.2:
Prefix 195.2

Networ ec arkle ( )



Why Would This Impact the Americas?

« Tl Sparkle
backlbone
connects Latin
America to
Europe via Miami
and New Jersey




And BGP Sessions Begin to Fail

* 6:45-7:15 PDT (13:45-14:15 UTC)
» Reachability affected for thousands of prefixes due to Tl
Sparkle network

— 85 prefixes in the Netherlands (BIT, Akamai)
— 1479 prefixes in Argentina (Telecom Argentina)
— 95 prefixes in Greece (FORTHnNet)

* Ripple effect, Impact beyond Europe/Asia



Eventual Announcement as to Root Cause

« Segment 4 (Cairo to
Marseilles) faulty repeater
acknowledged 2 days
later

* Likely cause between
Palermo and Marsellles
based on the data we’ve
seen

SEA-ME-WE-4 outage
Schedule
Activity-1

Start Date/Time  13th May 2016, 11:00pm, Pakistan Standard Time
End Date/Time 14th May 2016, 3:00am, Pakistan Standard Time
Scope of work Power re-configuration in SMW4 Segment-4

Impact Degradation of Service on all international IP services
Activity-2
Start Date/Time 15th May 2016, 5:00am, Pakistan Standard Time

End Date/Time 22nd May 2016, 4:59am, Pakistan Standard Time
Scope of work Replacement of faulty repeater (R4113) in SMW4 Segment-4
Impact Degradation of Service on all international IP services

Activity-3

Start Date/Time  22nd May 2016, 5:00am, Pakistan Standard Time
End Date/Time 1st June 2016, 4:59am, Pakistan Standard Time
Scope of work Replacement of faulty repeater (R4103) in SMW4
Impact Degradation of Service on all international IP services

http://www.gossamer-threads.com/lists/nsp/outages/58551?do=post_view_threaded




Cable Fault Indicators To Look Out For

1. Many path traces impacted in adjacent POPs on the
same network

2. Jitter can be an even more convincing measure than loss

3. Multiple networks impacted suggest a cable fault, IXP
failure or peering failure
— (Cable fault: Elevated loss, elevated jitter
— IXP failure: Elevated loss on many interfaces in the same POP

— Peering: Terminal loss, path changes
4. Dropped BGP sessions may occur when problems
persist



S— 3 "
Pl andt o — e

httpé://uploé:j'_.i/\'/ikim';e’d?a..brﬁ/wikipedia/corhmons/6/68/Zurich_in_ i



AWS Routes on a Normal Day

» 54.239.16.0/20 prefix
Amazon.com (AWS US East)

* Peering with the expected
providers: NTT, Tl Sparkle,
Telia, CenturyLink, HE =

AS16509 IPv4 Peers

— Other
AS18101 5% —
AS209 5%—

AS1289 5% —1

AS3257 6% J" ‘ AS2914 8%
AS6762 7% AS4755 7%
AS9498 7% AS9299 7%

AS9957 7%

http://bgp.he.net/AS16509#_asinfo



F‘onland,OR. I I X { s
.

Node
100ge7-1.core1.chi1.he.net

IP Address 184.105.223.177

Prefix 184.104.0.0/15

Network Hurricane Electric, Inc. (AS 6939)
Location Chicago, lllinois, US

Interface Type 100 Gigabit Ethernet

DSCP Best Effort (DSCP 0)

Avg. Response 44 ms

Show only agents using this node

00000

Traffic to AWS

* From Portland OR to AWS US East, traffic normally transits
HE Chicago and peers with AWS

Path trace from Portland, OR (162.218.67.132) to 54.231.10.96

162.218.67.129 (162.218.67.129) @ ms @ ms @ ms

pdx-edge-rtr@z.forked.net (199.87.231.45) @ ms @ ms 10 ms
gi0-2-1-3.rcr21.b006468-1.pdx02.atlas.cogentco.com (38.104.104.141) O ms @ ms O ms
te@-0-1-2.rcr12.pdx02.atlas.cogentco.com (154.24.49.213) 1 ms
te@-0-2-2.rcr12.pdx02.atlas.cogentco.com (154.24.49.205) O ms
te@-0-1-2.rcr12.pdx02.atlas.cogentco.com (154.24.49.213) 1 ms
be2670.ccr22.sea@l.atlas.cogentco.com (154.54.42.149) 4 ms 4 ms 5 ms
be2084.ccr2l.sea@2.atlas.cogentco.com (154.54.0.254) 4 ms Sms 5ms

- - - - - - - 54.230.17.7

1

2
3
4

13

14
15

16
17

18

ae-
ae-
ae-
ae-
ae-
52.
52.
52.
52.
52.
52.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.

11.r@5.sttlwa@l.us.bb.gin.ntt.net (154.54.11.10) 4 ms 6 ms 4 ms
3.r20.sttlwa@l.us.bb.gin.ntt.net (129.250.2.44) <MPLS:L=6947586,E=0,5=1,T=1> 21 ms 20 ms 21 ms
2.r20.chcgil@9.us.bb.gin.ntt.net (129.250.3.43) <MPLS:L=2686717186,E=0,5=1,T=1> 48 ms 48 ms 61 ms
1.r@6.chcgil@9.us.bb.gin.ntt.net (129.250.4.146) 49 ms 58 ms 59 ms
3.amazon.chcgil@9.us.bb.gin.ntt.net (129.250.201.106) 48 ms 48 ms 59 ms

95.62.74 (52.95.62.74) <MPLS:L=3236167948,E=0,5=0,T=1/L=2422475008 ,E=0,5=1,T=1> 66 ms

95.62.26 (52.95.62.26) <MPLS:L=3223585286,E=0,5=0,T=1/L=2696154368,E=0,5=1,T=1> 65 ms
95.62.138 (52.95.62.138) <MPLS:L=2431913476,E=0,5=0,T=1/1=2696154368,E=0,5=1,T=1> 86 ms
95.62.79 (52.95.62.79) <MPLS:L=2422475008,E=0,5=1,T=1> 62 ms

95.62.33 (52.95.62.33) <MPLS:L=2696154368,E=0,5=1,T=1> 66 ms

95.62.145 (52.95.62.145) <MPLS:L=2696154368,E=0,5=1,T=1> 74 ms

239.42.61 (54.239.42.61) <MPLS:L=1621493006,E=0,5=0,T=1/1L=3771007232,E=0,5=1,T=1> 65 ms
239.42.63 (54.239.42.63) <MPLS:L=1614349314,E=0,5=0,T=1/L=1351155968,E=0,5=1,T=1> 64 ms 74 ms
239.42.66 (54.239.42.66) <MPLS:L=3771007232,E=0,5=1,T=1> 65 ms

239.42.69 (54.239.42.69) <MPLS:L=1351155968,E=0,5=1,T=1> 64 ms 74 ms

239.109.96 (54.239.109.96) <MPLS:L=2965637379,E=0,5=0,T=1/1=2961442048 ,E=0,5=1,T=1> 81 ms
239.109.234 (54.239.109.234) <MPLS:L=2417233160,E=0,5=0,T=1/1L=2962755334,E=0,5=1,T=1> 89 ms
239.110.46 (54.239.110.46) <MPLS:L=2431911687,E=0,5=0,T=1/L=2962755334,E=0,5=1,T=1> 92 ms
239.109.111 (54.239.109.111) <MPLS:L=2961442048,E=0,5=1,T=1> 63 ms

239.111.75 (54.239.111.75) <MPLS:L=2962755334,E=0,5=1,T=1> 64 ms

239.111.79 (54.239.111.79) <MPLS:L=2962755334,E=0,5=1,T=1> 74 ms

©

[CRCECRGCRG]

205.251.245.226 (205.251.245.226) 63 ms
205.251.244.191 (205.251.244.191) 64 ms
205.251.244.219 (205.251.244.219) 72 ms



Route Propagation from AWS

AS 46841 Fork Networking receives
Fork route advertisements to
Amazon via Hurricane

Networking =
ectric

Border

AS 16509 AS 6939

Amazon Hurricane

Electric

Amazon advertises prefix
54.239.16.0/20



Why Is Our AWS Traffic in Switzerland?

* Traffic goes all the way to Zurich in HE

* And stops there

 Along with a lot of AWS traffic! Also causing outages in
Level 3 and Cogent POPs at the same time.

Path trace from Portland, OR (162.218.67.132) to 54.239.17.7

F’wﬂsnd-o"—_____—_m

© Node (with loss)
10ge3-2.core1.zrh1.he.net

3 traces terminate here

IP Address 184.105.222.50

Prefix 184.104.0.015

Network Hurricane Electric, Inc. (AS 6939)
Interface Type 10 Gigabit Ethernet

DSCP Best Effort (DSCP 0)
Destination

Forwarding Loss 100% (96 of 96 packets)
Avg. Response 153.3 ms

Show only agents using this node

1

Woo~NOWUV s WwN

162.218.67.129 (162.218.67.129) 2 ms @ ms @ ms
pdx-edge-rtrol.forked.net (199.87.231.17) @ ms @ ms O ms
ge2-20.corel.pdxl.he.net (216.218.244.225) 3 ms 2ms 1ms
10gel-14.corel.seal.he.net (72.52.92.9) 4 ms 11 ms 48 ms
100gel1@-2.corel.mspl.he.net (184.105.223.194) 36 ms 36 ms 115 ms
100ge7-1.corel.chil.he.net (184.105.223.177) Sl ms 45 ms 43 ms
100ge5-2.corel.nyc4.he.net (184.105.223.162) 6@ ms 60 ms 6@ ms

* * *x

10ge3-2.corel.zrhl.he.net (184.105.222.50) 148 ms 156 ms 156 ms



Route Leak ! ... o &

* 10:10-12:10 PDT (17:10-19 @
UTC) two new prefixes are f
advertised o
— 54.239.16.0/21 —

— 54.239.24.0/21 O\ / ™ Innofield

(Innofield AG)
* Origin AS65021 (private)
* Via AS6939 (HE) L

Ji nesburg, South Africa

» Advertised by AS200759 o ””\\
e



A Route Leak in the Wild

AS 46841
Fork
Networking

Innofield leaks routes for

AS 16509 AS 6939 more specific /21 prefixes,

Amazon Hurricane directing traffic to private
Electric AS 65021

Traffic
Path

AS 200759 AS 65021

Innofield Private

i

Hurricane Electric accepts
routes and now directs Amazon-

destined traffic to Innofield



Survey Says... Route Optimizer

* Prefixes leaked in
SwisslX and onto HE

* Route optimizer is likely
cause

« Similar cause as July

2015 incident with Enzu
iIn Los Angeles

Background of this incident:

- Yesterday (2016-04-22) SwissIX (Swiss Internet Exchange) has performed a
maintenance on our port and we had to de-activate and re-activate the BGP sessions.
- After re-activating the sessions at approx. 17:10 UTC, for a currently unknown
reason, we have redistributed other prefixes into SwissIX.

- This definitely shouldn’t happen, as a matter of course we have filters in place for
SwissIX (which only allow to send our prefixes).

- Immediately after we received the first complains about the route-hijack, we have
de-activated the BGP sessions again (at approx. 17:25 UTC)

Next steps at our side:

- We are in permanent contact with the router and the route-optimizer vendors.
Together, we are deeply analyzing the system/logs why the filters were not
considered after re-activating the BGP sessions.

- Currently (but not confirmed yet) it looks like a code-bug in the router software.
- We will definitely not re-activate the sessions until the root-cause is found!

- With this planned actions we will prevent this from happening again.

Again we are very sorry for this incident and we will do everything you can think of to
avoid this situations in the future.

Respectfully,
NOC Team from innofield AG

http://www.bgpmon.net/large-hijack-affects-reachability-of-high-traffic-destinations/



Route Leak Indicators To Look Out For

New Prefix or new Destination ASN
Major BGP route changes — significant change in new path
Involves ASNSs that maybe in geos far from destination ASN

High packet loss at one of the ASNs in the path or ASNs
with a common next hop ASN



Summarizing the 3 Events from 2016

Submarine Cable
DNS Root DDoS Fault AWS Route Leak

June 26, 2016 May 17, 2016 April 22, 2016



Thank You
@mohitlad

https://blog.thousandeyes.com/category/outage-reports/



